
168 

21 CFR Ch. II (4–1–12 Edition) § 1311.120 

electronic prescriptions for controlled 
substances, where the computer or 
PDA is located in a known, controlled 
location, or be built directly into the 
practitioner’s computer or PDA that 
he uses to issue electronic prescrip-
tions for controlled substances. 

(f) The biometric subsystem must 
store device ID data at enrollment (i.e., 
biometric registration) with the bio-
metric data and verify the device ID at 
the time of authentication to the elec-
tronic prescription application. 

(g) The biometric subsystem must 
protect the biometric data (raw data or 
templates), match results, and/or non- 
match results when authentication is 
not local. If sent over an open network, 
biometric data (raw data or templates), 
match results, and/or non-match re-
sults must be: 

(1) Cryptographically source authen-
ticated; 

(2) Combined with a random chal-
lenge, a nonce, or a time stamp to pre-
vent replay; 

(3) Cryptographically protected for 
integrity and confidentiality; and 

(4) Sent only to authorized systems. 
(h) Testing of the biometric sub-

system must have the following char-
acteristics: 

(1) The test is conducted by a labora-
tory that does not have an interest in 
the outcome (positive or negative) of 
performance of a submission or biomet-
ric. 

(2) Test data are sequestered. 
(3) Algorithms are provided to the 

testing laboratory (as opposed to 
scores or other information). 

(4) The operating point(s) cor-
responding with the false match rate 
described in paragraph (b) of this sec-
tion, or a lower false match rate, is 
tested so that there is at least 95% con-
fidence that the false match and non- 
match rates are equal to or less than 
the observed value. 

(5) Results of the testing are made 
publicly available. 

§ 1311.120 Electronic prescription ap-
plication requirements. 

(a) A practitioner may only use an 
electronic prescription application 
that meets the requirements in para-
graph (b) of this section to issue elec-

tronic controlled substance prescrip-
tions. 

(b) The electronic prescription appli-
cation must meet the requirements of 
this subpart including the following: 

(1) The electronic prescription appli-
cation must do the following: 

(i) Link each registrant, by name, to 
at least one DEA registration number. 

(ii) Link each practitioner exempt 
from registration under § 1301.22(c) of 
this chapter to the institutional practi-
tioner’s DEA registration number and 
the specific internal code number re-
quired under § 1301.22(c)(5) of this chap-
ter. 

(2) The electronic prescription appli-
cation must be capable of the setting of 
logical access controls to limit permis-
sions for the following functions: 

(i) Indication that a prescription is 
ready for signing and signing con-
trolled substance prescriptions. 

(ii) Creating, updating, and executing 
the logical access controls for the func-
tions specified in paragraph (b)(2)(i) of 
this section. 

(3) Logical access controls must be 
set by individual user name or role. If 
the application sets logical access con-
trol by role, it must not allow an indi-
vidual to be assigned the role of reg-
istrant unless that individual is linked 
to at least one DEA registration num-
ber as provided in paragraph (b)(1) of 
this section. 

(4) The application must require that 
the setting and changing of logical ac-
cess controls specified under paragraph 
(b)(2) of this section involve the ac-
tions of two individuals as specified in 
§§ 1311.125 or 1311.130. Except for institu-
tional practitioners, a practitioner au-
thorized to sign controlled substance 
prescriptions must approve logical ac-
cess control entries. 

(5) The electronic prescription appli-
cation must accept two-factor authen-
tication that meets the requirements 
of § 1311.115 and require its use for sign-
ing controlled substance prescriptions 
and for approving data that set or 
change logical access controls related 
to reviewing and signing controlled 
substance prescriptions. 

(6) The electronic prescription appli-
cation must be capable of recording all 
of the applicable information required 
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in part 1306 of this chapter for the con-
trolled substance prescription. 

(7) If a practitioner has more than 
one DEA registration number, the elec-
tronic prescription application must 
require the practitioner or his agent to 
select the DEA registration number to 
be included on the prescription. 

(8) The electronic prescription appli-
cation must have a time application 
that is within five minutes of the offi-
cial National Institute of Standards 
and Technology time source. 

(9) The electronic prescription appli-
cation must present for the practi-
tioner’s review and approval all of the 
following data for each controlled sub-
stance prescription: 

(i) The date of issuance. 
(ii) The full name of the patient. 
(iii) The drug name. 
(iv) The dosage strength and form, 

quantity prescribed, and directions for 
use. 

(v) The number of refills authorized, 
if applicable, for prescriptions for 
Schedule III, IV, and V controlled sub-
stances. 

(vi) For prescriptions written in ac-
cordance with the requirements of 
§ 1306.12(b) of this chapter, the earliest 
date on which a pharmacy may fill 
each prescription. 

(vii) The name, address, and DEA 
registration number of the prescribing 
practitioner. 

(viii) The statement required under 
§ 1311.140(a)(3). 

(10) The electronic prescription appli-
cation must require the prescribing 
practitioner to indicate that each con-
trolled substance prescription is ready 
for signing. The electronic prescription 
application must not permit alteration 
of the DEA elements after the practi-
tioner has indicated that a controlled 
substance prescription is ready to be 
signed without requiring another re-
view and indication of readiness for 
signing. Any controlled substance pre-
scription not indicated as ready to be 
signed shall not be signed or trans-
mitted. 

(11) While the information required 
by paragraph (b)(9) of this section and 
the statement required by 
§ 1311.140(a)(3) remain displayed, the 
electronic prescription application 
must prompt the prescribing practi-

tioner to authenticate to the applica-
tion, using two-factor authentication, 
as specified in § 1311.140(a)(4), which 
will constitute the signing of the pre-
scription by the practitioner for pur-
poses of § 1306.05(a) and (e) of this chap-
ter. 

(12) The electronic prescription appli-
cation must not permit a practitioner 
other than the prescribing practitioner 
whose DEA number (or institutional 
practitioner DEA number and exten-
sion data for the individual practi-
tioner) is listed on the prescription as 
the prescribing practitioner and who 
has indicated that the prescription is 
ready to be signed to sign the prescrip-
tion. 

(13) Where a practitioner seeks to 
prescribe more than one controlled 
substance at one time for a particular 
patient, the electronic prescription ap-
plication may allow the practitioner to 
sign multiple prescriptions for a single 
patient at one time using a single invo-
cation of the two-factor authentication 
protocol provided the following has oc-
curred: The practitioner has individ-
ually indicated that each controlled 
substance prescription is ready to be 
signed while the information required 
by paragraph (b)(9) of this section for 
each such prescription is displayed 
along with the statement required by 
§ 1311.140(a)(3). 

(14) The electronic prescription appli-
cation must time and date stamp the 
prescription when the signing function 
is used. 

(15) When the practitioner uses his 
two-factor authentication credential as 
specified in § 1311.140(a)(4), the elec-
tronic prescription application must 
digitally sign at least the information 
required by part 1306 of this chapter 
and electronically archive the digitally 
signed record. If the practitioner signs 
the prescription with his own private 
key, as provided in § 1311.145, the elec-
tronic prescription application must 
electronically archive a copy of the 
digitally signed record, but need not 
apply the application’s digital signa-
ture to the record. 

(16) The digital signature 
functionality must meet the following 
requirements: 
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(i) The cryptographic module used to 
digitally sign the data elements re-
quired by part 1306 of this chapter must 
be at least FIPS 140–2 Security Level 1 
validated. FIPS 140–2 is incorporated 
by reference in § 1311.08. 

(ii) The digital signature application 
and hash function must comply with 
FIPS 186–3 and FIPS 180–3, as incor-
porated by reference in § 1311.08. 

(iii) The electronic prescription ap-
plication’s private key must be stored 
encrypted on a FIPS 140–2 Security 
Level 1 or higher validated cryp-
tographic module using a FIPS-ap-
proved encryption algorithm. FIPS 140– 
2 is incorporated by reference in 
§ 1311.08. 

(iv) For software implementations, 
when the signing module is deacti-
vated, the application must clear the 
plain text password from the applica-
tion memory to prevent the unauthor-
ized access to, or use of, the private 
key. 

(17) Unless the digital signature cre-
ated by an individual practitioner’s 
private key is being transmitted to the 
pharmacy with the prescription, the 
electronic prescription application 
must include in the data file trans-
mitted an indication that the prescrip-
tion was signed by the prescribing 
practitioner. 

(18) The electronic prescription appli-
cation must not transmit a controlled 
substance prescription unless the sign-
ing function described in § 1311.140(a)(4) 
has been used. 

(19) The electronic prescription appli-
cation must not allow alteration of any 
of the information required by part 
1306 of this chapter after the prescrip-
tion has been digitally signed. Any al-
teration of the information required by 
part 1306 of this chapter after the pre-
scription is digitally signed must can-
cel the prescription. 

(20) The electronic prescription appli-
cation must not allow transmission of 
a prescription that has been printed. 

(21) The electronic prescription appli-
cation must allow printing of a pre-
scription after transmission only if the 
printed prescription is clearly labeled 
as a copy not for dispensing. The elec-
tronic prescription application may 
allow printing of prescription informa-
tion if clearly labeled as being for in-

formational purposes. The electronic 
prescription application may transfer 
such prescription information to med-
ical records. 

(22) If the transmission of an elec-
tronic prescription fails, the electronic 
prescription application may print the 
prescription. The prescription must in-
dicate that it was originally trans-
mitted electronically to, and provide 
the name of, a specific pharmacy, the 
date and time of transmission, and 
that the electronic transmission failed. 

(23) The electronic prescription appli-
cation must maintain an audit trail of 
all actions related to the following: 

(i) The creation, alteration, indica-
tion of readiness for signing, signing, 
transmission, or deletion of a con-
trolled substance prescription. 

(ii) Any setting or changing of logical 
access control permissions related to 
the issuance of controlled substance 
prescriptions. 

(iii) Notification of a failed trans-
mission. 

(iv) Auditable events as specified in 
§ 1311.150. 

(24) The electronic prescription appli-
cation must record within each audit 
record the following information: 

(i) The date and time of the event. 
(ii) The type of event. 
(iii) The identity of the person taking 

the action, where applicable. 
(iv) The outcome of the event (suc-

cess or failure). 
(25) The electronic prescription appli-

cation must conduct internal audits 
and generate reports on any of the 
events specified in § 1311.150 in a format 
that is readable by the practitioner. 
Such internal audits may be auto-
mated and need not require human 
intervention to be conducted. 

(26) The electronic prescription appli-
cation must protect the stored audit 
records from unauthorized deletion. 
The electronic prescription application 
shall prevent modifications to the 
audit records. 

(27) The electronic prescription appli-
cation must do the following: 

(i) Generate a log of all controlled 
substance prescriptions issued by a 
practitioner during the previous cal-
endar month and provide the log to the 
practitioner no later than seven cal-
endar days after that month. 
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(ii) Be capable of generating a log of 
all controlled substance prescriptions 
issued by a practitioner for a period 
specified by the practitioner upon re-
quest. Prescription information avail-
able from which to generate the log 
must span at least the previous two 
years. 

(iii) Archive all logs generated. 
(iv) Ensure that all logs are easily 

readable or easily rendered into a for-
mat that a person can read. 

(v) Ensure that all logs are sortable 
by patient name, drug name, and date 
of issuance of the prescription. 

(28) Where the electronic prescription 
application is required by this part to 
archive or otherwise maintain records, 
it must retain such records electroni-
cally for two years from the date of the 
record’s creation and comply with all 
other requirements of § 1311.305. 

§ 1311.125 Requirements for estab-
lishing logical access control—Indi-
vidual practitioner. 

(a) At each registered location where 
one or more individual practitioners 
wish to use an electronic prescription 
application meeting the requirements 
of this subpart to issue controlled sub-
stance prescriptions, the registrant(s) 
must designate at least two individuals 
to manage access control to the appli-
cation. At least one of the designated 
individuals must be a registrant who is 
authorized to issue controlled sub-
stance prescriptions and who has ob-
tained a two-factor authentication cre-
dential as provided in § 1311.105. 

(b) At least one of the individuals 
designated under paragraph (a) of this 
section must verify that the DEA reg-
istration and State authorization(s) to 
practice and, where applicable, State 
authorization(s) to dispense controlled 
substances of each registrant being 
granted permission to sign electronic 
prescriptions for controlled substances 
are current and in good standing. 

(c) After one individual designated 
under paragraph (a) of this section en-
ters data that grants permission for in-
dividual practitioners to have access to 
the prescription functions that indi-
cate readiness for signature and sign-
ing or revokes such authorization, a 
second individual designated under 
paragraph (a) of this section must use 

his two-factor authentication creden-
tial to satisfy the logical access con-
trols. The second individual must be a 
DEA registrant. 

(d) A registrant’s permission to indi-
cate that controlled substances pre-
scriptions are ready to be signed and to 
sign controlled substance prescriptions 
must be revoked whenever any of the 
following occurs, on the date the occur-
rence is discovered: 

(1) A hard token or any other authen-
tication factor required by the two-fac-
tor authentication protocol is lost, sto-
len, or compromised. Such access must 
be terminated immediately upon re-
ceiving notification from the indi-
vidual practitioner. 

(2) The individual practitioner’s DEA 
registration expires, unless the reg-
istration has been renewed. 

(3) The individual practitioner’s DEA 
registration is terminated, revoked, or 
suspended. 

(4) The individual practitioner is no 
longer authorized to use the electronic 
prescription application (e.g., when the 
individual practitioner leaves the prac-
tice). 

§ 1311.130 Requirements for estab-
lishing logical access control—Insti-
tutional practitioner. 

(a) The entity within an institutional 
practitioner that conducts the identity 
proofing under § 1311.110 must develop a 
list of individual practitioners who are 
permitted to use the institutional prac-
titioner’s electronic prescription appli-
cation to indicate that controlled sub-
stances prescriptions are ready to be 
signed and to sign controlled substance 
prescriptions. The list must be ap-
proved by two individuals. 

(b) After the list is approved, it must 
be sent to a separate entity within the 
institutional practitioner that enters 
permissions for logical access controls 
into the application. The institutional 
practitioner must authorize at least 
two individuals or a role filled by at 
least two individuals to enter the log-
ical access control data. One individual 
in the separate entity must authen-
ticate to the application and enter the 
data to grant permissions to individual 
practitioners to indicate that con-
trolled substances prescriptions are 
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